
 

 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                    

Whitepaper 



 

QA FOCUS AREAS FOR SUCCESSFUL 

CLOUD MIGRATION 

 

Testing is a crucial step in the cloud migration 

journey of any product. So while moving from one 

cloud provider to another we need to ensure that 

QA is a must. And phase wise testing should be 

planned very well considering all requirements and 

risks. Any successful cloud migration activity will 

take 6 months from initiation to completion. 

Types of testing to be performed 

 Web services testing : All Apis must be 

tested. 

 Middle-ware Testing : Jobs should be 

verified thoroughly for verifying data 

transaction from service to queues to DB. 

 Functional Validation : UI - functional 

testing and all business critical scenarios, 

regression should be performed. 

 Integration Testing : All involved systems 

should be tested. 

 Database Testing / SQL / NoSQL : All CRUD 

Operations should be per formed and 

tested. ACID properties should ensure in all 

databases. 

Security Testing : All privacy settings , 

ReadWriteExecute View operations on DB, 

access roles and authorizations should be 

verified properly. 

Scalability and Performance Testing : Cloud 

infrastructure should handle peak loads 

with zero issues. 

 Devops testing : Should have knowledge on 

Jenkins build, Spinnaker pipeline 

deployments in Kubernetes clusters. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 QA should be involved right from beginning 

to end which includes Planning, Architecture design 

changes, Execution, Analysing metrics during 

migration, after migration activities and so on 

 

Setting up fully working staging 

environment on the new cloud platform must be in 

the list of top priority activities 

 

Need to have a clear strategy on test data 

migration from one set of DB [existing cloud 

platform] to another set of DB [new cloud platform] 

on staging setup 

 

 



Before Migration - AWS Tools During Migration - GCP Tools Description 

 Automation comes into picture only after 

necessary and essential infrastructure, web 

services and middleware are migrated on new 

staging setup An important precondition is 

Automation scripts to be in place on existing cloud 

platform for web services, middleware and 

functional UI. There should be minimal effort in 

migrating these scripts to the new cloud platform 

staging set up so that maximum benefit 

can be leveraged through automation 

 At various phases during migration, we may 

have to repeatedly execute automation scripts to 

give a real time health check of how the 

application is behaving on the newly migrated 

cloud platform staging setup 

 

 Validate and give sign-off on new staging 

first Validate and give sign-off on new production 

environment later 

 

 

Problem statement: Migration of application 

from AWS to GCP - Sample Case 

 

Grafana dashboard Grafana dashboard 
Verifying services health, 

latency, traffic 

 

Kibana Kibana Verifying error logs 

 

NA Lightstep 
Tracing apis,DB issues, 

latency observations 

 

NA Redash dashboard 
User actions comparison 

on clouds 

 

AWS DynamoDB, MYSQL, 

Redis,Elastic search 

Spanner, Bigtable, SQL, 

Redis, Elastic Search 

Database, logs and 

events validations 

 

AWS SQS Google PubSub Verifying queues 

 

BigQuery BigQuery 
Events checking and 

Database validation 

 

Jenkins, Spinnaker, Docker, 

Kubernetes 

Jenkins, Spinnaker, Docker, 

Kubernetes 

CI/CD Pipelines for 

building, deploying 

changes in migration 
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AWS TO GCP MIGRATION FLOW: 
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Amazon Kenesis 
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Services 

Kubenetes 

Services 

Kubenetes 

Services 
 

Elastic-search 
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All jobs 
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Amazon 
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Pub/Sub Driver 

 

Cloud 

Pub/Sub 
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Prerequisites / Set up for testing 

on new staging: 

 

 All services, jobs, test data, databases, data 

creation tools should be available 

 

 All tracing(lightstep), monitoring(grafana), 

logging(kibana,ES), dashboard monitoring for user 

actions (redash), event tracking tools should be 

available 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Testing phases: 

Phase I: Staging 

 Data checks should be done properly with 

all keys and indexes such that AWS DB data is 

reflected in the corresponding GCP database 

(SQL/NoSQL) in the same way 

 This will be manual throughout migration 

activity as existing DB related automation scripts 

will be useless 

Step 3: Validate and give sign-off on 

middleware/jobs 

 This may be purely manual effort 

Step 4: Validate app functionalities using an apk 

generated pointing to staging from frontend 

 This will require the manual QA to validate 

the app through sanity testing 

 Functional automation scripts are 

expected to aid functional testing here with minimal 

to no code changes 

 

While performing validations, QA should ensure that 

streaming, messaging, notifications, content should 

be verified in staging properly. 

 

Step 1: Validate and give sign-off on web services 

Leverage the existing API backend 

automation scripts by changing the configuration 

from AWS to GCP and run the scripts on staging to 

ensure that services health, apis functionally and 

latency issues in gcp cloud 

Step 2: Validate and give sign-off on DB 

DB validations should be done using a 

conversion utility (db-driver) to ensure that all data 

is populating correctly in GCP DB 
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Phase II: Production 

 

Pre-check - 

 Use the Audit service for validating all 

services health and api functionalities and verify all 

status codes, request, responses very closely while 

migrating all the services with 0% real traffic. [audit 

service is a service written specifically to audit these 

parameters during real time traffic] 

 Real user traffic till date is copied without 

any data loss as is into GCP DB 

 

Stage 1: ‘Async’ traffic validation - this will be done 

in % increments of real user traffic, but with no data 

write into GCP DB 

Step 1: Validate and give sign-off on web services 

Step 2: No validation on DB 

 As and when traffic is increased, close 

monitoring and testing critical areas should be 

performed 

Step 3: Validate and give sign-off on middleware/- 

jobs 

 

Stage 2: ‘Async’ traffic validation - this will be done 

in % increments of real user traffic, but with data 

duplication on GCP DB 

Step 1: Validate and give sign-off on web services 

Step 2: Validate and give sign-off on DB with 

Read/Write access to GCP DB 

 Data checks should be done properly with 

all keys and indexes such that AWS DB data is 

reflected in the corresponding GCP database 

(SQL/NoSQL) in the same way. Delay is acceptable, 

but not data loss. All data types should be 

supported according to existing data even after 

migration. 

 As and when traffic is increased, close 

monitoring and testing critical areas should be 

performed 

Step 3: Validate and give sign-off on middleware/- 

jobs 

Step 4: Validate app functionalities using an ‘Beta’ 

apk generated pointing to production from frontend 

 

Stage 3: ‘Sync’ traffic validation - this will be done in 

% increments of real user traffic, but with no data 

duplication on GCP DB, but traffic split between AWS 

and GCP 

Step 1: Validate and give sign-off on web services 

Step 2: Validate and give sign-off on DB with 

Read/Write access to GCP DB 

 Data checks should be done properly with 

all keys and indexes such that there is no data loss 

in either AWS DB or GCP database (SQL/NoSQL). All 

data types should be supported according to 

existing data even after migration. 

 As and when traffic is increased, close 

monitoring and testing critical areas should be 

performed. 

Step 3: Validate and give sign-off on middleware/- 

jobs 

Step 4: Validate app functionalities using an ‘Beta’ 

apk generated pointing to production from frontend 

Step 5: During this phase, it is crucial to assess peak 

hour user traffic handling 

Step 6: Gradually the entire real time user traffic is 

taken by GCP cloud, with no more user traffic 

coming to AWS cloud. By this time entire data, both 

old and new should be reflected on GCP DB 
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Continuous Monitoring of all events which are critical 

for business metrics should be done during 

migration using Big Query, event tracking tools and 

dashboards. 

 

Phase III: Post-Migration 

After 100% traffic migration, prod app testing needs 

to be performed again as Phase I and Phase II. 

Minimum upto two weeks of close monitoring on 

metrics and app functionality is must. 

Exit criteria from AWS 

Once all traffic is moved 100% to GCP, ensure that no 

data should be created on AWS databases and no 

calls should be made to AWS services and shut 

down of AWS should be done properly without any 

dependencies. 

Key challenges during migration 

 Many issues observed with db-driver utility 

which handles core logic for routing/converting/ 

migrating data from AWS to GCP databases 

(Spanner/BT/Redis/ElasticSearch/Cloud SQL) 

 Perform testing directly on production when 

real traffic is moving from client to server - this 

requires set of QA users to be created on production 

as beta users 

 While traffic is moving from async to sync 

incrementally, QA is responsible to validate and 

verify all services/jobs/UI functionalities in both AWS 

and GCP simultaneously to capture the metrics, 

issues and root causes etc. 

Key success factors 

Achieve proper maintainability, scalability, 

persistence and availability of services and data 

All privacy, security, roles and responsibilities 

are configured as same as before and after 

Content should not be lost for existing users 

and without any hindrance new users/content 

should be created successfully 

Video content should be played with the 

same quality, users should see their all contents as 

earlier and performance should be gained as per 

metrics. Mainly the end-user should not face any 

discrepancy in accessing the app flow and should 

be ease in use 

 

Key achievements 

The entire production app related traffic 

was moved from AWS to GCP in a single night % 

by % after related metrics were found to be good 

enough with patch fixes deployed earlier 

It was a seamless migration as no end user 

on production reported any data loss or 

functionality issue post this migration activity. 

Bug Stats - Had identified 100+ backend 

issues and close to 150+ functionality issues 

during migration testing all phases. Excluding 

performance observations that were shared 

on a real time basis. 
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 Mitigation 

 

 

 

 

Risks and Mitigation during migration 

 

Data loss 
User data handling is extremely critical 

during cloud migration. Take regular backup 

of data and use automation tools & utilities 

for the same. 
 

Services Unavailability due to latency, 

resources unavailability, api gateway load 

balancing issues. 

Perform synthetic monitoring of web services 

/apis at regular intervals and take 

necessary actions. 
 

Unable to handle peak load due to 

Infrastructure or code. 

 

 

 

 

 

 

Code optimization issues. 

Provision auto-scaling feature for heavy 

workloads on kubernetes clusters. This is part 

of GCP features, and should come by default; 

if not, then it needs to be discussed on during 

early stages of migration so that this is in place 

when actual real time traffic is fed to new 

cloud platform. 

Optimise and update code during migration 

and ensure all config are updated properly. In 

case redundant code exists in the form of 

unused web services/api's, this needs to be 

removed after careful analysis 

 

Multiple dependencies with existing 

cloud environments. 

 

 

 

Architectural Design changes as per 

new cloud architecture. 

Through analysis on different scenarios and 

dependencies and talk to cloud providers and 

do POC before implementing and moving 

real traffic. 

 

Through analysis on different scenarios and 

dependencies and talk to cloud providers and 

do POC before implementing and moving 

real traffic. 

 

 

Testing - QA Checklist: 

 

Please click on the link below to understand high level scenarios needed to check. 

CLICK HERE 

 



       

 

 

 

 

 

 

 

 

 

 

 

                    

 

Contact Info 

 +91-962-077-4653 | +91-80-4374-4282 

 sara@qualitrix.com  

www.qualitrix.com 
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